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Abstract

The military security of Hungary requires that the tasks of defence prep-
arations to be fully accomplished. It is possible only with properly func-
tioning systems. In order to implement rail transport tasks, it is necessary
to ensure the operation of this sub-sector and, within this context, the
preparation of this sub-sector for defence purposes, i.e., to define the
current tasks that must be carried out as part of defence preparation in
order to maintain the sub-sector's functional ability. In this article, | pre-
sent the requirement model | have developed to be able to define these
tasks.

Keywords: national defence, defence preparation, railway transport,
requirement model, military logistics

Absztrakt

Magyarorszag katonai biztonsaga megkévetell, hogy az ennek érdekében veg-
Zzett feladatok maradéktalanul teljesitheték legyenek. Ez csak megfelelen mii-
k6d6 rendszerekkel lehetséges. A vastti szallitasi feladatok végrehajthatosaga-
hoz sziikséges az alagazat miikbdésenek biztositasa, ennek kereteben pedig
a szektor védelmi célu felkészitése, vagyis meg kell hatarozni, hogy melyek
azok a jelenkori feladatok, amelyeket a védelmi felkészités keretében el kell vé-
gezni a szektor mikodbképesseégenek fenntartasahoz. A cikkben a feladatok
meghatarozasahoz altalam megalkotott kbvetelménymodellt mutatom be.
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Introduction

Transport networks are the main arteries of a country because of
their vast extent. This is also fully true for railway transport. The stand-
ard gauge (1435 mm) used over most of the continent allows trains to
run from England to Greece and from the Mediterranean to the North
Sea. Artificial obstacles (e.g., different track gauges, different traction
voltage) are now easily overcome by modern technology (e.g., gauge-
changing wagons, multi-current traction vehicles), so it is fair to say that
railway transport plays a major role in Europe's economy as a mode of
passenger and freight transport.

As part of the transport system, railway transport contributes to the
military defence of a country. The movement and transport require-
ments of the army is one of the priority aspects of the defence of the
country, which needs an undisturbedly operating transport system. The
military movements and transportation (M&T) requirements are over
the control of the military logistic support system. The military logistic
support is responsible to full fil the material, medical, transport and ac-
commodation needs of military units.? In the field of logistics, the M&T
support organizations are responsible for the management of this func-
tional area. M&T support is the set of activities carried out by military
and civilian transport agencies and units to meet military transport
needs and to maintain uninterrupted transport flows at home or in for-
eign territory based on a coherent concept and plan.®

When a disturbance occurs in the transportation system, it is blocks,
the transport process, and the movements cannot be executed in the
planned way. This could lead to the disruption of the transport system.
The substitution of railway transport by other sub-sectors is possible,
but this could lead to congestion in other modes of transport, both for
passenger and freight. The resulting congestion can cause significant
damage to the world economy, as it was seen in the case of the stuck

2 Szaszi Gabor: Katonai logisztika; In: Lakatos Péter (szerk.): Logisztika a kdzszol-
galatban, Dial6g Campus Kiado, Budapest, 2018, pp. 165-216.

8 Magyar Honvédség Kozlekedési Tamogatas Doktrina; Magyar Honvédség Koz-
lekedési F6ndkség, Budapest, 2005, p. 12, point 101.
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cargo ship in the Suez Canal.? It is, therefore, necessary to protect rail-
way infrastructure to ensure the sustainability of transport and the
whole economy.

Therefore, it is of both military and societal interest to include the
strengthening of the defence capabilities and to prepare it for emergen-
cies. Moreover, the success of the fight against terrorism requires co-
ordinated government action and the strengthening of the system.

In general, the shared civil-military use of transport systems requires
an adequate level of protection that can ensure their use both in normal
conditions and under the circumstances of an emergency period or
their replacement in the event of disruption as well. Indeed, the availa-
bility of transport networks as a means of satisfying military logistical
processes is essential for the defence of a country or even for respond-
ing to crises.

The transport infrastructure of a country has many elements that not
only meet the mobility needs of a country but also cover the trafficking
within and even between continents. It is quite natural that not all the
elements of a network can or should be considered as elements to be
protected. Since the spread of terrorism, the way in which potential
risks of critical infrastructures can be calculated and analysed has ex-
panded.® The definition of risks must take into account the threat, the
vulnerability of components of the whole system or element and the
expected consequences of the eventual occurrence of an incident.

It is also necessary to identify which elements of the transportation
infrastructure are critical network elements whose protection should be
given higher priority.

Almost all public and common perceptions assume that critical infra-
structures are those high-value elements and subsystems whose falil-
ure, linked to an extreme event, could result in the loss of life, economic
disadvantage, material damage and disruption of the daily life of soci-
ety and the public administration. It is also important to see that there

4 Russon, Mary-Ann: The cost of the Suez Canal blockage; BBC, 2021. 03. 29.,
online: https://www.bbc.com/news/business-56559073 (downloaded: 25. 04.
2021.)

5 Ronyecz Lilla: Létfontossagu rendszerek és létesitmények védelmével kapcsola-
tos kockazatelemzési modszertan szakirodalmanak bemutatasa; Védelem Tudo-
many, 3:3, 2018, pp. 112-132.
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can be interdependencies between the functions of different infrastruc-
tures, as the condition of one infrastructure can affect the condition of
another or be linked to the condition of another.®

The definition of critical infrastructure protection states that it is pro-
tecting vital network elements from attack and damage, essentially
caused by intentional human actions. The protection also needs to be
extended against natural hazards, which can disrupt the operation of
supply chains. From a military point of view, the protection of critical
network elements is necessary to be able to maintain the country's de-
fence capability.

We can only perform the protection of the critical infrastructure in a
right way if the method implemented is the foresight, not the reaction.
Thinking in advance means always a real advantage. We need critical
infrastructure protection in the military sector as well, and it means the
tasks to defend the properly functioning systems. The Host Nation Sup-
port and the RSOM? tasks need a functioning transport system. The
M&T is defined as a part of the military logistics support system. In this
context, to prepare the sector for defence purposes means to define
the current tasks that must be accomplished to maintain the sector's
ability to operating well.

The need for the requirement model

The two basic elements of defence preparedness will be defined in
the following paragraph. They can be derived from the interpretation of
the transport tasks related to the defence preparedness of the country,
as it is pointed out in the Hungarian Forces Transport Support Doctrine
(hereinafter referred to simply as ‘Doctrine’).® The maintenance of the
infrastructure network and the provision of the necessary capacities
imply the maintenance of the operational capability of the railway net-
work, i.e., the network must be able to perform the transport tasks. This
capability is to be facilitated by the implementation of the specialised
tasks of transport support, which further narrow down the scope of the

6 Lévai Zsolt: A vasuti szektor védelmi lehetéségei terrorakciok ellen; Kézlekedés-
tudomanyi Szemle, 69:5, 2019, pp. 50-71., DOI: 10.24228/KTSZ.2019.5.5

7 Reception, Staging, Onward Movement

8 Magyar Honvédség Kozlekedési Tamogatas Doktrina; Magyar Honvédség Koz-
lekedési F6ndkség, Budapest, 2005, pp. 16-17., point 111.

99



Katonai Logisztika 2023. évi 1-2. szam

task of defence preparation. On the one hand, the Doctrine itself de-
fines the task of preparation as the preparation of transport infrastruc-
tures to military operational requirements.® On the other hand, it de-
fines the task of technical protection as the maintenance of the opera-
tional capability of transport infrastructures. A functioning transport sys-
tem is essential to ensure the protection and supply of the population.

The methods of maintaining this functionality are therefore exam-
ined below, starting with the definitions of the concepts of robustness,
resilience, and vulnerability.

According to the article of Carlson and Doyle, (technical) robustness
is defined as the persistence of certain system properties despite
changes in the behaviour or environment of the components.’® This
indicates that the system is not sensitive to disturbances. However, the
authors further decompose the issue of robustness into “robust but
fragile” and “complex” systems. A “robust but fragile” system is re-
sistant to certain changes, but only to predetermined ones, i.e., it can-
not respond adequately to unexpected events, whereas a “complex”
system can. The authors introduce the notion of “highly optimised tol-
erance”, where “tolerance” emphasises that robustness in complex
systems is a finite “quantity” that must be designed and protected. And
“highly optimised” emphasises that this can be achieved by highly
structured and individually designed or improved configurations. Sys-
tems designed in this way, are characterised by internal complexity and
apparently simple robust external behaviour. The designed robustness
provides barriers to failures, thus ensuring complexity.

The concept of railway resilience is defined by Evnika Grass in her
thesis as follows: “A railway system is resilient if it is prepared for unex-
pected events with extreme impacts. It can react to these events in such
a way that the basic functions of the system are maintained and (the
system) returns to its initial state after a predetermined time interval”.

9 Magyar Honvédség Kozlekedési Tamogatas Doktrina; Magyar Honvédség Koz-
lekedési F6ndkseg, Budapest, 2005, pp. 16-17., point 111.

10 Carlson, J. M. — Doyle, John: Complexity and robustness; Proceedings of the Na-
tional Academy of Sciences of the United States of America, 99:1, 2002, pp. 2538-
2545., DOI: 10.1073/pnas.012582499

11 Grass, Evnika: Bewertung von Resilienz im Schienenverkehr; Eingereichte
Abschlussarbeit zur Erlangung des Grades Master of Arts im Studiengang
Verkehr und Logistik, Karl-Scharfenberg-Fakultat der Ostfalia Hochschule fur an-
gewandte Wissenschaften, Wolfenbuttel, Deutschland, 2018, p. 19.
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Military aspects should also be taken into account when determining
resilience. One of the factors of national defence preparedness is the
resilience of transport systems to damage. The transport system must
be at all times capable of performing military movement and transport
tasks from a defence perspective. This is particularly true for tasks dur-
ing emergency periods. These conditions must also be taken into ac-
count when defining railway resilience.

In engineering terms, vulnerability means the inability of a structure
(e.g., an element of railway infrastructure) to withstand the forces gener-
ated by a given threat.'> However, this theory ignores human activity. Ac-
cording to Perrow’s article, the complex-systems approach argues that
vulnerability is created by built-in hazards in the human-technology inter-
face, in cooperation with today's interconnected systems.*® The authors
of a study on vulnerability management describe that the relationship be-
tween vulnerability and improvements can be bidirectional:14

— on the one hand, developments can increase vulnerability (for
example, through the construction of high-speed railway lines);

— on the other hand, development can reduce vulnerability
(through advances in science and technology to address
threats).

It means that railway infrastructure can be considered to be operational
if it is resilient, able to respond to unexpected events, and has a low vul-
nerability, i.e., if it operates as a complex system.*® It is, therefore, neces-
sary to examine the vulnerability of the railway infrastructure and the ex-
tent to which it can react to an unexpected event (e.g., a flood or a terrorist
attack) in such a way that the system's resilience reaches the level defined
in the Doctrine. It is necessary to develop a model (a set of procedures)
to ensure that the railway transport sub-sector remains operational.

12 Strandh, Veronica: Exploring vulnerabilities in preparedness — rail bound traffic
and terrorist attacks; Journal of Transport Security; 2017/10, pp. 45-62., DOI:
10.1007/s12198-017-0178-5

13 Perrow, Charles: The next catastrophe: reducing our vulnerabilities to natural, in-
dustrial and terrorist disasters; 2007, online: https://www.microsoft.com/en-us/re-
search/video/the-next-catastrophe-reducing-our-vulnerabilities-to-natural-indust-
rial-and-terrorist-disasters/ (viewed 05. 05. 2023)

14 Manandhar, Rejina — McEntire, David A.: Disasters, Development and Resilience:
Exploring the Need for Comprehensive Vulnerability Management; In: Kapucu,
Naim — Liou, Kuotsai T. (editors): Disaster and Development Examining Global
Issues and Cases (Environmental Hazards), 2014th Edition, Springer Internatio-
nal Publishing AG, Cham, Switzerland, 2014, pp. 19-38.

15 “complex system” according to Carlson — Doyle
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General description of the model

The model should ensure the railway transport sub-sector to be op-
erated as a complex system in the means of robustness as its resili-
ence would be at its highest and the protection preparedness would
reach the value defined in the Doctrine.'® The complexity (robustness)
of preparedness for protection should therefore be based firstly on the
protection of the railway infrastructure, secondly on the response to
disruption and thirdly on the minimisation of vulnerability, i.e., reduced
vulnerability through improvements. If the protection of the system is
adequate, its vulnerability is low, which also increases robustness. In
addition, robustness can also be facilitated by the availability of efficient
resources and reserves to achieve an adequate response, and by tech-
nical solutions that increase resilience. If the system is robust, and re-
sources and reserves are available, it can respond adequately to dis-
turbances, unexpected events will not hinder the system's ability to op-
erate, and its resilience will be at its highest. The efficiency of resources
can also be facilitated by cooperation between the actors in the sector.

In this context, the preparation of transport systems for com-
plex protection is a set of activities to maintain operability and to
provide substitutes by making the system robust, which will re-
sult in the highest resilience and the lowest vulnerability.

Components of the model

Based on the previous chapter and the European Union (EU) Green
Paper,'’ the three pillars of preparedness for protection in the opera-
tional model are:

— the sustainability of the operability of railway infrastructures;

— the substitutability of railway lines if the operability of a railway
line cannot be ensured,

— and the minimisation of vulnerability.

16 Magyar Honvédség Kozlekedési Tamogatas Doktrina; Magyar Honvédség Koz-
lekedési F6nokség, Budapest, 2005, p. 20., point 201

17 European Commission: Green paper on a European Programme for Critical Inf-
rastructure Protection COM (2005) 576 final; Brussels, 2005, online: https://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52005DC0576&from=EN
(downloaded: 19. 03. 2023)
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These three pillars ensure that the sub-sector can respond adequately
to unforeseen events, i.e., the complexity of preparedness for security. To
be able to reach the sustainability of the operability of railway infra-
structure, it is necessary to examine:

— the resilience of the tracks;

— the operation of the railway safety devices as a key element of
transport safety and hence of operational reliability;

— traffic management, as it must be possible to maintain the per-
formance of railway operations in the event of a disruption;

— the system of capacity allocation to ensure that the necessary
capacity is available.

The issue of substitutability is primarily a matter of railway geogra-
phy studies. Due to the topography, railway lines are affected by the
geographical environment. For this reason, it is essential to examine
substitutability from a geographical point of view.Military geography
deals with the military aspect of geography. As defined in the 2019 edi-
tion of the Encyclopaedia of Military Sciences, “military geography” is an
interdisciplinary field of military and geographical sciences, divided into
general, regional, and sectoral fields.*® Defence geography seeks an-
swers to the relationship between the geographical environment and the
threats to the region.'® Geographical studies must therefore answer the
guestion that which railway lines can be used to carry traffic when other
lines are out of service and which other sub-sectors should be involved
to meet transport needs. According to the findings of a joint study by the
KTI Hungarian Institute for Transport Sciences and Logistics Non-Profit
Limited Liability Company and the University of Public Services, Faculty
of Military Sciences and Officer Training, the following key points of the
current rail infrastructure in Hungary in terms of substitution:2°

— main river bridges and tunnels;
— railway network of Budapest;
— integration of other transport sub-sectors.

18 Siposné Kecskeméthy Kalra: Katonafdldrajz; In: Krajnc Zoltan (fészerk.): Hadtu-
domanyi Lexikon, Uj kétet, Dialég Campus Kiadé, Budapest, 2019,

19 Siposné Kecskeméthy Kalra: Védelemféldrajz; In: Krajnc Zoltan (fészerk.): Had-
tudomanyi Lexikon, Uj kétet, Dialég Campus Kiadé, Budapest, 2019,

20 KTI Magyar Koézlekedéstudomanyi és Logisztikai Intézet Nonprofit Kft. — Nemzeti Kéz-
szolgélati Egyetem Hadtudomanyi és Honvédtisztképz8 Kar: A vasuti infrastruktura fej-
lesztés és a kritikus infrastruktura védelem kapcsolata; tanulmany, megrendelé: Innova-
cios és Technoldgiai Minisztérium, Témaszam: 3140-903-2-9, Budapest, 2020, 79 p.
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STRATEGIES LEGISLATIONS ENVIRONMENT

DEFENCE PREPARATION
OF THE RAILWAY INFRASTRUCTURE

infrastrucutre
service level

R ) ) Sustainability of the operability
railway track and its accessories — resilience of the tracks S —
— operation of the safety devices
— traffic management

— capacity allocation system

safe railway
Substitutability of the infrastructure transport system
— rail infrastrucutre elements of high priority
— major urban networks and stations

— integration of other transport sub-sectors

railway safety devices

set of rules of the basic railway instructions

— civil mobility
Minimising hte vulerability

— defining the weak points

— usage of innavative security solutions

Transport safety Freight safety Passenger safety

Supply security

Figure 1. The complex requirement model for the defence preparation of the railway infrastructure (source: edited by
the author)
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Consequently, the issue of substitutability indicates the following in-
vestigations:

— railway elements of high priority;
— major urban railway networks and stations;

— substitutability with other transport sub-sectors.

Minimising vulnerability means identifying the “soft targets” (i.e., easily
accessible to terrorists and not protected) of the system and preparing them
against the threat of terrorism.

Vulnerabilities in themselves do not cause damage to the system, but if
discovered by those who wish to commit malicious acts, they can cause
damage to the system through targeted attacks. Researchers have periodi-
cally highlighted the fact that individual networks show a high degree of ro-
bustness against accidental failures but appear to be particularly vulnerable
to targeted attacks.?!

In addition, damage can be caused by natural effects, which are difficult
to prevent, but can be reduced by appropriate technical security.

The structure of the model is presented in Figure 1. The inputs to
the model are the elements of the railway transport infrastructure. The
output is a secure railway transport system and the military and civilian
mobility that can be achieved by it. The environment of the model, in-
cluding national defence requirements, is the legislative and policy
framework defining the defence preparedness framework and the var-
ious security elements that can be achieved through the operation of
the model, which affect the system, and which are affected by the sys-
tem itself (e.g., through increasingly advanced defence technologies).

The operational environment of the requirement model

The way the model is being operated is defined by legislation and
strategies and describes the preparation of railway infrastructure for
complex protection purposes. The infrastructure is used by both passen-

21 Berche, B. — von Feber, C. — Holovatch, T. — Holovatch, Yu.: Resilience of public
transport networks against attacks; The European Physical Journal B, 71, 2009,
pp. 125-137. DOI: 10.1140/epjb/e2009-00291-3
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ger and freight trains, so the protection also affects the users of the in-
frastructure, i.e., the people (passengers) and goods, as well as the se-
curity of the supply chains through transport and freight. The interaction
between the model and its environment is indicated by the vertical ar-
rows on the figure 1.

Legislative framework

When assessing the legislative environment for security prepared-
ness, we must start with the general principles of security. According
to Article G) (2) of the Fundamental Law of Hungary, the country shall
protect its citizens.?? This action is embodied primarily in national de-
fence. According to the Law on National Defence of Hungary, the coun-
try relies primarily on its own strength to maintain its national defence
capability.?® An adequate level of national defence capability can be
maintained by preparing the national economy for defence. The Na-
tional Security Strategy adopted in 2020, states that preparing the na-
tional economy for defence guarantees the security of the country.?
The National Military Strategy published in 2021, defines the organisa-
tion of defence preparedness as a government responsibility through
national and international cooperation and resilience capabilities.?> Ac-
cording to the Resolution on the Principles of the Security and Defence
Policy of the Republic of Hungary adopted by the Parliament in 1998,
the national economy must be able to provide the economic basis nec-
essary to achieve the security and defence policy objectives.?®
Whereas the railway subsector is an important link between the various
players in the national economy, and therefore, as part of the national
economy, it is necessary to prepare the sub-sector for defence pur-
poses in order to enable the national economy to fulfil its role as set out
in the Parliamentary Resolution. The Act on the Coordination of De-
fence and Security Measures also lays down rules for the performance
of this task.?’

22 Magyarorszag Alaptorvénye (2011. aprilis 25.)

28 2011. évi CXIIl. térvény a honvédelemtdl és a Magyar Honvédségrél, valamint a
kiilénleges jogrendben bevezethetd intézkedésekrél

24 1163/2020. (IV. 21.) Kormanyhatarozat Magyarorszag Nemzeti Biztonsagi Stra-
tégiajarol

25 1393/2021 (VI. 24.) Kormanyhatarozat Magyarorszag Nemzeti Katonai Stratégia-
jarol

26.94/1998. (XII. 29.) OGY hatarozat a Magyar Kéztarsasag biztonsag- és védelem-
politikajanak alapelveirél

27 2021. évi XCIII. térvény a védelmi és biztonsagi intézkedések 6sszehangolasarol
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Indirectly, the Act CLXXXIII of 2005 on railway transport also estab-
lishes the need to protect the sector.?® The definition of “common secu-
rity objectives” in the interpretative part of the act states that such objec-
tives must be formulated for the specific risks associated with unauthor-
ised persons on railway elements. In my understanding, this is to build
rail security against terrorism.

The National Cyber Security Strategy provides the legislative basis for
protecting against the threats that will emerge in cyberspace that dominates
the 21st century. The operation of Information Technology (IT) systems in
the railway sector is also becoming common, and their operation is a pre-
requisite for the functioning of the country. The cyber defence strategy,?®
complementing with the network and information systems security strat-
egy?° therefore stipulate that Hungary must have effective prevention, de-
tection, management, response, and recovery capabilities against attacks
in cyberspace. Based on this strategic point, it can be deduced that there
is a need to develop a preventive capability against cyber threats to the IT
systems of the railway transport sub-sector. This is equivalent to preparing
IT systems for defence.

The railway sector is considered part of the military transport sys-
tem, due to the military mobility and transport tasks that are performed
on it. Consequently, it is also necessary to interpret the sector's prep-
aration for military defence. In 1997, Istvan Duchaj defined the tasks of
preparation for defence purposes in his definition of transport insur-
ance.®! This is supplemented by the Doctrine of Transportation Sup-
port, according to which ‘preparation for defence purposes’ means
preparation for the military defence of the country on the one hand and
for the performance of tasks arising from allied obligations on the
other.3? This is also confirmed by the Decree of the Ministry of National
Development.®® The preparation of the transport system is part of the
preparation of the transportation support system, which is part of the
military logistics support system. Preparation must be carried out in the

28 2005. évi CLXXXIII. térvény a vasuti kdzlekedésrél

29 1139/2013. (lll. 21.) Korm. hatarozat Magyarorszag Nemzeti Kibervédelmi Stra-
tégiajarol

30 1838/2018. (XII. 28.) Korm. hatarozat Magyarorszag hal6zati és informacios rend-
szerek biztonsagara vonatkozo Stratégiajarol

81 Duchaj Istvan: A katonai kézlekedési rendszer felkészitésérél; Hadtudomany — A
Magyar Hadtudomanyi Tarsasag folydirata, 7:2, 1997, pp. 114-120.

32 Magyar Honvédség Kozlekedési Tamogatas Doktrina; Magyar Honvédség Koz-
lekedési F6ndkség, Budapest, 2005, pp. 22-24. point 204

33 22/2014. (V. 18.) NFM rendelet a kozlekedési és energetikai szervek honvédelmi
feladatairol
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normal period in order to ensure that the system is able to fully perform
the necessary tasks in an emergency period. Therefore, the Doctrine
defines the specialised transport tasks for the preparation of the coun-
try for defence purposes as follows:

— be able to redeploy Hungarian Forces and allied troops to threat-
ened areas during the deployment;

— be ready to decentralise central stocks, to implement continuous
resupply;

— to return the damaged equipment during combat operations;

— maintain transport systems and sectors operational, repair de-
struction and war damage;

— meet the transport needs of the country and the national econ-
omy with unchanged efficiency;

— meet the transport needs of the population in terms of supply
and evacuation.

Safety elements

The operation of the requirement model ensures the operability of
the system through complexity, and thus the operation of the train and
the possibility of performing shunting movements. The safe railway
transport system, as a result of the operation of the model, also has an
impact on other safety elements. Such safety elements are:

— supply chain security (through the ability to carry out transport
operations);

— traffic safety (by avoiding accidents);

— freight safety (by reducing damage to goods);

— passenger safety (by reducing attacks on passengers).

At the same time, the development of these security elements also

has an impact on the effectiveness of preparedness for security, for
example by transport security.

Elements of the railway infrastructure

To prepare transport systems for protection, as an input element of
the requirement model, it is necessary to know the exact structure of
the sub-sector to be protected. The infrastructure of the railway sector,
as defined by the EU, includes tracks, sidings, engineering facilities
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(e.g. bridges), associated station infrastructure (e.g. platforms), and
safety and security equipment.3* These elements can be grouped as
follows:

— railway track and its accessories;
— railway safety devices;
— set of rules of the basic railway instructions.

Railway track and its accessories

The railway track can be basically divided into two parts:
— the open lines and

— stations.

The area of stations is defined by the position of the entrance sig-
nals. According to these, the area of a station is the area between the
entrance signals at the two ends (for terminals, entrance signals are
only placed in one direction). The definition of the open line is also
linked to the entrance signals at the stations. An open line is a section
of line between two adjacent station areas (entrance signals).

Railway track accessories include facilities that do not fall into the
previous categories but are necessary to maintain railway operations.
Typical examples are the overhead system (traction current pylon, con-
tact wire, catenaries, etc.) and associated facilities such as the electri-
cal substation which supplies traction current to the overhead system.

Safety devices

Railway safety devices are technical elements of the railway infra-
structure designed to prevent accidents and hazards and to control the
movement of trains. They can be:

— station safety devices;

inter-station protection devices;

— level crossing protection devices;

on-board equipment.

34 Directive 2008/57/EC of the European Parliament and of the Council of 17 June
2008 on the interoperability of the rail system within the Community; Brussels,
2008, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CE-
LEX:32008L0057&from=HU (downloaded: 19. 03. 2023.)
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They play a very important role in railway safety. This is because
their malfunctioning can lead to serious accidents and as listed above,
they are present in all areas of railway transport so the possible conse-
guences of their malfunctioning must be understood throughout the
whole network.

However, it should also be stressed that railway safety devices ba-
sically work on the fail-safe principle, i.e. when a fault occurs, the sys-
tem is put into a safer state, so that a major problem can be avoided
(usually a speed reduction or stopping).3®

From the definition of safety devices, it can therefore be seen that they
are the infrastructure elements that are most important for the safety of rail-
way transport. In this case, the purpose of deliberate compromise is to dis-
rupt their operation and thereby cause accidents. This can be achieved by
violating the fail-safe principle, i.e. the occurrence of a failure does not result
in a safer condition. For older devices, this means the elimination of physi-
cal dependencies, for modern devices it is clearly an IT attack. Disabling
physical dependencies is a time-consuming and difficult task (e.g., cutting
a steel cable off for a switch, while natural effects can cause physical dam-
age to equipment (e.g., a rock avalanche). A more serious problem is the
damage to the IT systems, which, with few exceptions (e.g., water ingress),
may be a deliberate human act. This activity leads to the operational do-
main of cyberterrorism. Here, there is no need to physically damage the
equipment, but rather to interfere with the operating software. This can re-
sult in the issuing of false traffic commands to be executed by railway staff,
or in the communication between systems being compromised. In both
cases, fatal accidents can occur. For all these reasons, the whole range of
safety equipment must be involved in security preparation.

Set of rules of the basic railway instructions

Train movements and the control of shunting are based on signals.
The signals that can be used in railway traffic and the rules for their
interpretation are set out in Signalling Instruction F.1,3¢ and the rules
for traffic management are set out in Traffic Instruction F.2. of the Hun-
garian State Railways (MAV Zrt.).3” The workflow is basically carried

35 Tokody Daniel: Intelligens vasuti informatikai és biztonsagi rendszerek fejlesz-
tése; Doktori (PhD) értekezés, Obudai Egyetem Biztonsagtudomanyi Doktori |s-
kola, Budapest, 2020, DOI: 10.23715/SDA.2021.2.4, pp. 19-20.

36 MAV Zrt. F. 1. sz. Jelzési Utasitas

37 MAV Zrt. F. 2. sz. Forgalmi Utasitas és Fiiggelékei
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out in accordance with these two instructions, which means that com-
pliance with the rules of the basic instructions is vital for the clear run-
ning of the railway. In examining the system of rules of the basic in-
structions, it is necessary to consider the system of objectives on which
they are based and the rules for giving and interpreting instructions that
can be derived from the system of objectives as a framework for the
proper management of railway traffic in the context of preparing for de-
fence.

The pillars of the requirement model

Sustainability of the viability of railway infrastructure

The sustainability of railway functionality, which is one of the pillars
of the requirement model, is essentially the ability to run trains and
carry out shunting movements. The ability to perform these movements
requires a railway track with sufficient resistance, a reliable safety sys-
tem, traffic management and adequate capacity allocation to establish
the timetables on which the railway traffic is based.

Railway track resistance

One of the main requirements for the resilience of the railway track
is the robustness of the system, i.e. its ability to withstand disturbances.
The factors that contribute to robustness, as defined in the chapter
“General description of the model”, in achieving the resilience of the
railway track can be assessed as follows.

Responsiveness is based on promptness. If there are defects (for
whatever reason) in the tracks, it can disrupt railway traffic, so the first
priority is to correct these defects. This depends on the extent and lo-
cation of the fault. In a high-impact event, the extent of the damage to
the railway track is likely to be greater and the time needed to repair
the damage may be increased by the difficulty of accessing the site
(e.g. a bridge collapse). Until the final repair of the railway track, tem-
porary solutions are often used, which are quicker to install and allow
traffic to flow at a lower capacity. In other cases, the damage to the
track requires traffic to be diverted or replaced (by buses, ships, etc.).

Effective resources not only mean the availability of human and me-
chanical power to maintain (restart) operations but also need to include
a system of preparation. Part of the preparation of railway transport for
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defence purposes is the efficient allocation of railway resources to carry
out the necessary tasks. This may include risk analyses, situation stud-
ies and emergency plans. The efficient allocation of resources is sup-
ported by appropriate communication. It may be necessary to establish
notification arrangements and emergency communication with custom-
ers. The communication of detours and replacement options is re-
quired as the loss of critical infrastructure elements is of high priority.
The key issue in emergency communication is to ensure that the pas-
sengers have all relevant information and can make travel decisions
accordingly. To achieve this, sensitive devices and communication
channels need to be identified and robust risk management rules need
to be established and applied.

Redundancy is an indicator of the degree of substitutability. This re-
guires finance and human resources and reserves. The necessary re-
serve resources are the uncommitted rolling stock and staff, and the
railway infrastructure reserves are the available (uncommitted) capac-
ities of the railway lines. However, the reserve resources of rolling stock
and staff are decentralised, so that reserve capacities are also needed
to transport where they are needed. In most cases, the use of reserves
can only be achieved at the cost of increased performance and addi-
tional costs, and it is, therefore, necessary to have adequate finance
(reserve) resources available to be able to use them.

Technical solutions that increase the resistance of the railway infra-
structure can help to maintain operability.3® These can be solutions that
increase the rigidity of the used materials, thanks to today's advanced
manufacturing technology, and make individual joints more durable.
Safety features (e.g. fusible links) in various installations can briefly
disrupt operations, but their role is to prevent major problems from oc-
curring. These elements are usually easily replaceable.

The importance of the operation of safety devices

In any transport system, the traffic flow must be managed. In the
railway transport sub-sector, control operations are carried out by both
people and machines. In addition to human activity, traffic manage-
ment operations can be carried out by operating safety devices. Fail-
ures in the operation of the safety devices can have a major impact on

38 Szaszi Gabor: A vasuti infrastrukturaval szemben tamasztott Gjszer védelmi ko-
vetelmények kutatasa, a tovabbfejlesztés feltételrendszerének vizsgalata; Doktori
(PhD) értekezés, Nemzeti Kbzszolgélati Egyetem Katonai Mszaki Doktori Iskola,
Budapest, 2013, DOI: 10.17625/NKE.2014.028, p. 79.
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the operability of the railway infrastructure and in most cases can only
be replaced by human intervention. The lower capacity of the human
replacement may lead to a reduction in service quality.

Ensuring redundancy, as defined in the resilience assessment, is the
most difficult due to the significant difference between machine and hu-
man action times and the human factor reduces the level of safety that
can be achieved. In many cases, building in machine redundancy is
costly. Therefore, the importance of the proper functioning of the safety
devices is most evident in the highly technical and operational safety.

In order to achieve this, the design of fuse protection systems must be
based on technical elements with a sufficiently long service life to guaran-
tee technical safety and hence operational safety. The main requirements
to be met when designing the equipment include the following:°

— the standard position of the signals shall, except in specific
cases to avoid accidents, be a signal not to proceed;

— afault in the equipment must not cause an immediate risk of an
accident;

— the safety devices are mutually controlling, and high-reliability
devices must be used for parts which cannot be checked;

— a backup power supply system must be used to increase oper-
ational safety.

According to the principles of railway safety equipment, when a fault
occurs, the commands are always changed in the direction of safety,
I.e., lower speed or stopping (for example, a green light burns out, re-
sulting in yellow or red light, which is more worrying than green). The
existence of a red light giving the stop command at any time is solved
by duplicating the red-light bulb, by installing a so-called red backup
circuit, so that the red light can be triggered on the signal if the original
circuit fails. This is a typical case of the required redundancy.

The Role of traffic management in Maintaining Operability

During traffic management, the essential objective is to ensure that
trains run, and shunting movements are carried out without accidents.
This is essential to ensure the sustainability of the operation, as inci-
dents coming from accidents can cause the disruption of infrastructure

39 Lévai Zsolt: Kozlekedésbiztonsag; egyetemi jegyzet, Dialég Campus Kiadd, Bu-
dapest, 2019, ISBN 978-963-531-012-8, p. 113.
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elements, which in turn can affect the operation. As a rule, all aspects
of railway work are planned in advance: train movements or shunting,
inter-station movements or station duties, and passenger or freight
trains. This planned work is a major constraint for railway staff, but it is
also one of the key elements to accident-free and regular transport. If
the technology is known and respected, any incidents that may occur
can be detected immediately and the railway staff can react. Traffic
management is a multi-stage system, and all traffic operations must be
authorised and monitored. In addition, the work of station staff is su-
pervised and managed.

A good level of traffic management is a key element of traffic safety,
as traffic must be maintained also in the case of disruptions. In this
case, trains cannot run according to the timetable but must be dis-
patched in a specific order using the available capacity, which may
cause delays.

Capacity Allocation System

Capacity allocation basically determines the time schedule for the
usage of railway infrastructure based on the rules of the basic instruc-
tions, i.e., it establishes a link between the input elements of the re-
guirements model.

Increasing the robustness of the railway transport sub-sector can
also be enhanced by an efficient allocation of available reserves. This
requires an understanding of the network’s congestion and capacity
reserves, which can be determined based on the previous paragraph
and are primarily the main potential solution to the substitutability prob-
lems.

The capacity determined by the technical parameters must be dis-
tributed among the users (usually railway undertakings) and reserve
capacity must be maintained to cope with disturbances. Therefore, in
principle, all trains on a railway line require a capacity share, which is
given to the access holder in the form of a training path (slot) and re-
flected in the timetable. With very few exceptions, trains are operated
on the basis of a pre-established timetable.

Due to their technical configuration, railway lines have limited

throughput capacity and therefore train paths have to be managed by
the infrastructure manager. Their tasks are laid down in legislation, pri-
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marily in acts on railway transport and in other government and minis-
terial decrees. The ministerial Decree on the detailed rules for open
access to the railway infrastructure network#° states that only 80% of
the available capacity may be allocated to form reserve capacity. Ca-
pacity allocation is based on UIC*! regulations.*?

The above-mentioned legislation further specifies that the spare ca-
pacity may be used primarily to serve disaster management and na-
tional defence needs related to emergency events. Free capacity may
be used to create train paths, for example for diverted trains, but the
parameters of a new slot (e.g., speed, axle load, traction voltage, etc.)
may not always correspond to the original train paths. This can also
lead to a reduction in service quality.

There may be exceptional circumstances where certain trains need
to be operated immediately (e.g. emergency services following an ac-
cident). It is of course possible to request an immediate train path, but
the time taken to prepare a timetable on this basis is 60 minutes, and
in such cases, it must be ensured that the train can be put into service
as soon as possible and operated without a timetable.

When adequate reserve capacity is available, the capacity allocation
body is expected to monitor the utilisation of the railway infrastructure
on an ongoing basis and to take and propose measures to eliminate
the higher-than-expected capacity utilisation on overcrowded infra-
structure sections.

During defence preparation, military transport capacities need to be
assessed in two situations: in the normal period: free of conflicts and
emergencies, and in the emergency period. The transport tasks in the
normal period do not require priority for military transport, but the avail-
ability of free line capacity does. This requires a sufficient number of
slots for military transport trains. In principle, the annual train paths or-
dered for passenger trains take precedence over freight trains and
hence over the capacity share ordered for military transport. With the
introduction of an emergency period, the first order of priority will be no
longer valid, and priority will be given to trains more important for na-
tional security (i.e. less capacity will be available for passenger trains),

40 55/2015. (IX. 30.) NFM rendelet a vasuti palyahalézathoz torténé nyilt hozzaférés
részletes szabalyairol

41 UIC — Union International des Chemins de fer (International Union of Railways)

42 Union International des Chemins de fer: Capacity (UIC Code R 406); Paris,
France, 2013, pp. 29-34.
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but military trains will only be allowed to run up to the maximum capac-
ity of the lines.

The questions of substitutability

The second pillar of the requirement model is the substitutability of
the railway infrastructure when the operability of a particular railway
line cannot be guaranteed. The fastest way to restart traffic after dam-
age and destruction of lines is to use bypasses.

For this reason, it is useful to examine the transferability of the con-
cept of a railway line to other lines, i.e. redundant lines. The basic con-
cept of a graph-theoretic model defining redundancy was developed and
published by Bence Toth.*3 According to the model, certain stations are
the vertices of the graph, while the open line and other stations are the
edges of the graph. The stations should be distinguished according to
their function. There are stations from which several railway lines origi-
nate, i.e. branch stations or connecting stations (nodes), and there are
stations which are located on only one railway line, i.e. intermediate sta-
tions. The nodes are the vertices of the graph, the intermediate stations
are located along the same edge and are therefore of no importance to
the model. It should be noted, however, that they are of course of im-
portance from a railway operational point of view, since if one edge of
the graph is damaged, traffic can be maintained up to that station, so
that traffic on the whole edge does not have to be restricted.

The redundancy test described above is suitable for determining railway
detours. Two aspects are involved in the selection of alternative routes:*4

— the impact of the detour on journey times;

— the impact of the detour on the path length.

Both methods include a capacity analysis of the detours in terms of
whether the traffic to be diverted can be accommodated on the alter-
native route. If not, it may be necessary to divert railway traffic to an-
other sub-sector, and ultimately to restrict it.

43 T6th Bence: Alloméasok és allomaskozok zavaranak grafelméleti alapu vizsgalata
a magyarorszagi vasuthal6zaton; Hadmérnok, 12:4, 2017, pp. 52-66.

44 Toth Bence: Menetid6- és menetvonalhossz névekedés grafelméleti alapu vizs-
galata a magyarorszagi vasuthalézaton allomasok és allomaskdzok zavara ese-
tén; Hadmérnok, 13:1, 2018, pp. 118-132.
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For the methods to be applicable, it is necessary to determine
whether all sections containing critical infrastructure elements can be
substituted, i.e. whether detours are available. Such sections may con-
tain a high-priority facility (e.g. tunnel) or be lines in major cities.

The issue of substitutability is therefore mainly relevant in the case of dam-
aged lines, where the damaged element may take longer to repair and where
replacement or diversionary action is necessary until the repair or the installa-
tion of the provisory is completed. This in the vast majority of cases increases
journey times, i.e. trains do not run according to the pre-announced timetable.
The resulting delays will in any case lead to a reduction in service quality. Sub-
stitution by other transport sub-sectors requires further investigation.

Vulnerability assessment of the railway transport sub-sector

The third pillar of the requirement model is to minimise the vulnera-
bility of the railway transport system. Accordingly, in this section, | will
examine the vulnerabilities of the railway infrastructure and its expo-
sure to terrorist threats, with a special focus on open lines and stations.

The railway network of a country is made up of a myriad of elements,
among which it is necessary to identify the ones most vulnerable to dam-
age. The lines, with few exceptions, run on the surface and thus the
whole infrastructure can be affected by natural hazards. From this point
of view, it is not possible to identify priority elements, but to identify vul-
nerable sections as weak points based on the redundancy analysis, and
substitutability parameters defined in the previous point, because dis-
ruptions to these sections are capable of causing significant disruption
to network traffic.

Of course, not all disturbances on the railway network in Hungary can
be interpreted as disturbances of the system as a whole. However, there
are dedicated railway lines which are the main arteries of the European
railway network and as such are part of the TEN-T.*> Damage and fail-
ure of these types of lines can cause the greatest disruption to the func-
tioning of the sub-sector, so resilience lies primarily in maintaining the
viability of TEN-T railway lines. In addition, there are lines which are not
a priority in themselves, but they provide the operation of another sub-
sector through the trains running on them (e.g.: a railway line to a power
station).

45 TEN-T — Trans European Network-Transport
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Another starting point for identifying vulnerabilities is deliberate hu-
man actions. The persons or organisations that want to attack the rail-
way lines also look for the points where terrorist acts are most easily
committed. The feasibility of planned actions depends on the nature of
the targets. The greatest number of victims can be taken where there
are many people at the same time and where it is easier to carry out
the attack. The study of Jennifer Hesterman defines persons and things
that can be attacked and are not defended as “soft targets”.*¢ The EU
has further refined the notion of a ‘soft target’. These are attackable
places with difficulties to defend, and attacks are likely to result in sig-
nificant casualties.*’ The definition fits precisely some elements of
transport infrastructure. Large train stations and terminals can be easily
attacked, difficult to defend and crowded at the same time, meaning
that casualties can be high. It can therefore be concluded that transport
targets are “soft targets” for terrorists and therefore suitable locations
for their operations.

Because of the “soft” nature of the system, the preparation for security
must include protection against terrorism: specific tests must be carried
out to ensure that the system is sufficiently resistant to terrorism.

Output elements of the requirement model

The outputs of the requirement model are a safe railway transport
system and feasible military and civilian mobility with an adequate level
of railway infrastructure service.

Feasibility of a safe railway transport system

Security can be achieved primarily through the application of appro-
priate security methods. Operational sustainability studies have shown
that compliance with safety rules and railway instructions can increase
security, but specific protection against malicious acts is also needed.

46 Hesterman, Jennifer: Soft Targets; In: Fagel, Michael J. — Hesterman, Jennifer
(editors): Soft Targets and Crisis Management: What Emergency Planners and
Security Professionals Need to Know, Routledge, New York, USA, 2017

47 Communication from the Commission to the European Parliament, the European
Council and the Council: Fourth progress report towards an effective and genuine
Security Union COM(2017) 41 final; Brussels, 2017, https://eur-lex.eu-
ropa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0041&rid=9
(downloaded: 19. 03. 2023.)
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The task of security preparedness is therefore to identify innovative se-
curity solutions that can greatly enhance the security of the railway
transport sub-sector, both on the infrastructure and service side.

In addition, the robustness and resilience of railway systems will
help to ensure security. Addressing the issues of substitution of the
preparedness for protection will increase the redundancy of the system
and create sufficient reserve capacity to deal with the necessary diver-
sions. Increasing resilience can be achieved by enhancing technical
and operational security. Rapid response requires a clear definition of
the roles of the actors in the sector and the exploitation of the potential
for cooperation between them.

Military and civil mobility

Provided that the sub-sectors’ operational capability ensures that
military transport and mobility tasks can be carried out, military mobility
can be met in terms of both strategic, warfare and operational mobility.
However, this requires a much higher degree of serviceability (even via
detours) than substitution with another sub-sector. Therefore, innova-
tive security solutions to maintain operability will play a major role in
enabling military mobility.

Civil mobility means the scheduled running of trains, which also re-
quires accident and fault-free operation and the necessary protection
solutions and improvements to achieve this.

It is therefore of paramount importance that protection solutions are
brought to the planning phase of infrastructure investments so that they
can be built in at the construction stage and thus be able to protect the
infrastructure from the outset.

Railway infrastructure service level for military and civil mobility

Service level is a quality parameter for railway transport, which
measures the adequacy of the provided services. In relation to the in-
frastructure, it is the value of the quality characteristics resulting from
its use that must be examined in the first instance. The most charac-
teristic parameter of the usage of infrastructure is timetable adherence
or enforceability, i.e. the level of the generated delays. The timetable is
a representation of the service offered for passenger transport. Pas-
sengers can use the timetable information to decide whether or not to
use a particular service. One of the most basic decision points is the
extent to which the availability of the rail service matches individual
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travel needs.*® Passengers plan their journeys based on the published
timetable (print or online), and therefore adherence to the timetable is
a quality characteristic of rail passenger services and can be under-
stood as part of the quality of rail passenger services. Similarly, the
system of connections at railway stations can also be understood as a
guality measure. This is particularly true of the symmetrical connection
of the integrated interval timetable structure.*® The delays can lead to
loss and thus the disintegration of the connections, so that the journey
previously planned by the passenger cannot be realised, which in all
cases means a reduction in service quality in the eyes of the passenger.

In freight transport, the timetable is not as tight as in passenger
transport. The main concern is to meet the transport deadline, which
can be measured in hours and days so that freight train operators do
not generally require that trains run to the minute. However, as ex-
plained in the analysis of the capacity allocation system, a timetable is
drawn up for each freight train, because the complexity of railway
transport requires that all parts of it should be coordinated, and this
coordination is ensured by the timetable. To meet the deadlines, it is
essential that freight trains run close to the timetable. Significant delays
increase the time spent by each freight wagon (both loaded and empty)
in the train, thus reducing the reusability of the wagon.®° The lack of
capacity due to the increase in turnaround time and the low regularity
of freight trains led to a reduction in the quality of service for freight.

It can therefore be concluded that service level, i.e., adherence to
timetables, is an important quality factor for customers and railway un-
dertakings as well. In many cases, the solutions proposed in the con-
text of preparing for defence are not able to ensure that services are
operated according to the timetable, i.e., that they meet the declared
service level. It can be seen without any specific proof that a reduction

48 Lévai Zsolt — Molnar Balazs: Vasut és turizmus: lehetséges valaszok a globalis
klimavaltozas kihivasaira; In: Albert Téth Attila — Happ Eva — Printz-Marké Erzsé-
bet — Kupi Marcell — Térdk Nikolett (szerk.): Multidiszciplinaritas a turizmusban: X.
Nemzetkdzi Turizmus Konferencia (Tanulmanykotet); Széchenyi Istvan Egyetem,
Gyér, 2020, pp. 81-98.

49 Kormanyos Laszl6: Az integralt vasuti személyszallitasi szolgaltatasrendszer fel-
tételeinek kidolgozasa; Doktori (PhD) értekezés, Budapesti Miiszaki és Gazda-
sagtudomanyi Egyetem, Kozlekedési Tudomany Doktori Program, Budapest,
2009, pp. 43-46.

50 Schvab Zoltan — Lévai Zsolt: A vasuti arufuvarozas versenyképességének javi-
tasa az arufuvarozasi folyosok fejlesztésével; In: Duleba Szabolcs (f6szerk.): Lo-
gisztikai évkonyv 2022, pp. 172-183, Magyar Logisztikai Egyesulet, Budapest,
2021, DOI: 10.23717/LOGEVK.2022.16
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in throughput on busy lines will lead to delays, but maintaining opera-
tional capacity cannot mean ensuring maximum capacity, because this
would mean the protection of the whole railway system from any failure,
but it does not exist. The questions to be answered in the context of
preparedness for defence are: what could be the value of the loss of
capacity and what is the minimum capacity that must be guaranteed in
order to remain operational?

To answer these questions, we need to return to the method of ca-
pacity allocation. In a normal period, it is in everyone’s interest that the
planned journey or transport could be carried out, i.e., that the planned
capacity reduction be as small as possible. The capacity utilisation
planned in the timetable cannot always be achieved because of possi-
ble major bottlenecks, i.e., the reduced capacity is not always sufficient
to carry the scheduled traffic on the railway line. Reducing the extent
of planned capacity reductions can be achieved by increasing the re-
silience of the railway infrastructure. It is therefore necessary to inves-
tigate methods and solutions to make the railway track more resilient
to possible damage and disruption.

Even under the changed conditions for making capacity available
when a special legal regime is introduced, preferred trains can only run
up to the maximum available capacity. Therefore, in the event of a spe-
cial legal regime, the level of service will be determined by the military
trains that need to be operated. This is not primarily a question of
scheduled services but of the successful operation of the trains them-
selves using the available capacity.

Conclusions

To achieve adequate transport and security safety of the railway
transport system, it is necessary to prepare the sector for security pur-
poses. In this paper, | have examined the system of preparedness for
defence of railway infrastructures. The analysis was carried out on the
basis of my requirement model for railway transport infrastructure pre-
paredness for defence.

Legislation and the strategies and international conventions enacted
in the operational framework of the model state that the aim of prepar-
edness for defence is to maintain the capability of national defence,
which requires the continued viability of the national economy. Based
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on the operating principle of the requirement model, it can be stated
that preparedness for defence can only be adequately considered if the
railway infrastructure can be understood as a complex system in terms
of its operational capability, i.e., if it can react to unexpected impacts. |
have defined the basic pillars of this system as ensuring the function-
ality of the railway infrastructure and, in the event of its failure, the sub-
stitutability of railway lines and the minimisation of vulnerability.

The findings and results of the investigation to be able to develop
the model have demonstrated that the preparation of railway infrastruc-
ture for defence purposes can be considered effective if military and
civilian mobility can be achieved on a secure railway transport system,
which requires a sufficiently high level of railway infrastructure ser-
vices.
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